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Cross-border investigations: When are documents
developed in the course of an internal investigation
protected by legal privilege?
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A recent decision by Germany’s Federal Constitutional Court
(Bundesverfassungsgericht) (“FCC")' has renewed important
questions with respect to legal privilege, its varied conceptual
and practical scope and application in different jurisdictions,
and the implications of these differences for multi-jurisdictional
internal investigations.

The decision concerned the seizure of materials from Jones Day’s
offices in Munich. That firm had been retained to undertake an
internal investigation on behalf of its client, the supervisory board
of Volkswagen AG.

The company was facing high-profile compliance issues and
resulting enforcement actions around the globe, including
in the United States and in Germany, relating to the alleged
manipulation of emissions performance data of diesel engines
installed in its passenger vehicles.

QUESTIONS

How far do prosecutors’ powers reach with respect to searches for
and seizure of documents obtained or generated by an outside
law firm in an internal investigation, and to what extent does
legal privilege offer protection against measures such as those
taken by the German public prosecutor (Staatsanwaltschaft) in
the above-mentioned case?

To what extent does the voluntary disclosure of some information
to prosecutors (a possible “selective waiver of privilege”) in one
jurisdiction predetermine the chances of success of asserting
legal privilege in other jurisdictions, particularly in circumstances
where prosecutors or regulators from various jurisdictions and
countries cooperate and exchange information?

The following discusses these questions from the perspective
of the United States, the United Kingdom, and Germany. Legal
privilege is acknowledged in all three jurisdictions, albeit based
on different concepts.
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GERMANY

In Germany, as outlined in previous alerts,? the two pillars of
legal privilege are an attorney’s: (i) legal obligation to maintain
confidentiality of client information,® and (ii) right to remain silent
as a witness in legal proceedings.*

The right to remain silent is flanked by protections also
implemented in the code of criminal procedure
(StrafprozeRordnung, (StPO)) against a public prosecutor’s
searches and seizure of information. For example, German
law prohibits the seizure of written correspondence between
a defense attorney and client® as well as “defense materials”
(Verteidigungsunterlagen), which include documents prepared
by an attorney or the client for purposes of the defense.

While it is clear that the above protections apply to individuals
who have been formally accused, it is not clear to what extent the
client must be formally accused before the client or legal counsel
can successfully claim the protection.

There is also uncertainty regarding how privilege protection
can be applied to corporate entities (which under German law
cannot commit a crime as German law requires individual
culpability), as opposed to natural persons, particularly in the
context of an internal investigation.

In recent years, privilege protections have been the subject of
some legislative action,® as well as a number of court decisions
prompted by a phenomenon, which is still relatively new in
Germany, that an outside law firm may conduct an internal
investigation for a corporate client.

Due to the absence of corporate criminal liability in Germany,
legal privilege and related legal issues traditionally have centered
on the relationship between accused individuals and their
lawyers; however, the increased prevalence of internal
investigations has created a need to consider these questions
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with respect to the relationship between corporate clients
and their lawyers.

Section 160a StPO in its 2011 amended form,” on its face,
affords external lawyers absolute protection in criminal
investigations in that attorneys may not be subject to any
investigatory measures concerning criminal matters in
which they are providing advice.

The provision also prohibits the monitoring (e.qg., wiretaps)
of defense attorneys and provides that their offices must not
be searched for files of clients under criminal investigation.
However, the exact reach of the protections under section
160a StPO remains unclear.

A favorable interpretation of this provision was taken by
the Regional Court of Mannheim? to the effect that defense
counsel, whether for an individual or a corporation, enjoyed
protection from seizure and subsequent use in criminal
proceedings of confidential client documents in the lawyer’s
care, as long as the client provided the materials to counsel
in good faith (i.e., not as a means of seeking to impede the
investigation).

As the court explained, “good faith” would not be assumed
where the client provided incriminating documents
unrelated to the matter at issue for the sole purpose of
protecting those incriminating documents from seizure.
Other, subsequent court decisions indicate that documents,
even if prepared by company staff (in-house legal counsel or
otherwise), enjoy protection from seizure:

* Ifthey have been prepared for the purpose of defending
a corporation in possible legal proceedings?;

*  Even if the documents are possessed by and located at
the business premises of the potentially accused person
or entity'%;

* And even if they were created before legal proceedings
were initiated, as long as those proceedings were
anticipated" and a professional relationship of trust
between the accused (individual or corporation) and
the lawyer already existed as part of the process leading
towards a formal retention.”

Despite such encouraging rulings, effective confidentiality
protection of documents related to internal investigations
remains a challenge following the FCC's recent ruling.

For a start, none of the above-cited decisions by local or
regional courts are binding on other courts. Procedurally,
in these matters, challenges against prosecutorial search
and/or seizure warrants have to be brought to the local
courts and appeals against local court decisions can be
brought to regional courts, but not higher.

In addition, the FCC has now made the following important
points, confirming that a court order to seize documents in
the care of a law firm conducting an internal investigation
did not violate the corporate client’s constitutional rights:

(1) The FCC did not find fault with the Munich regular
court’s finding that section 160a StPO did not necessarily
grant absolute protection against the preliminary search
or subsequent seizure of client information from a lawyer's
office where, as in the given case, core rights such as
protection of human dignity, are not at stake.

(2) Legal privilege protection under section 97 para. 1
number 3 StPO applies only in a relationship of trust
between a lawyer and a person charged with a criminal
offence within a specific criminal investigation and not more
generally or before a person actually becomes accused.
Such a relationship does not yet exist where a corporation
only fears future criminal investigations directed against
it and therefore seeks legal advice from a lawyer or orders
an internal investigation of the company. Underlying
this reasoning is the principle that a company cannot
be an accused party in a criminal investigation; instead,
only individual legal representatives and employees may
be criminally accused. The FCC's ruling now confirms
the constitutionality of the argument that, though the
company may have an attorney-client relationship with the
investigating law firm, the privileges of section 97 (which
shall remain unaffected pursuant section 160a para 5
StPO) do not extend to corporate bodies because they are
not formally accused. Individuals are not protected against
seizure of documents from a law firm with which they do not
have an attorney-client relationship (cf. section 97 para. 1
no. 3 and section 97 para 2 sentence 1StPO).

(3) The prosecutorial search and seizure in the context of
investigations against a subsidiary by one German federal
state’s prosecutors is independent of an investigation of
regulatory offences against the parent company by another
state’s prosecutors.

(4) Itis not constitutionally required to extend the protection
of a lawyer-client relationship involving a parent company
to a subsidiary company. The court similarly ruled that a
parent company could not argue that a seizure is prohibited
because the subsidiary company’s position is similar to that
of a natural person accused of a criminal offence.

The FCC also rejected complaints by the affected U.S. law
firm and its German lawyers on the grounds that (i) the
law firm is a U.S. partnership and, therefore, did not have
standing to claim a violation of German constitutional rights,
and (ii) the constitutional rights of the German lawyers
whose offices were searched were not violated because:
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*  The complainants are not holders of the fundamental
right under Art. 13(1) GG as this only extends to the
authorized user (in this case Jones Day), not its individual
employees, and it was not argued that offices are to be
attributed to their personal private sphere.

*  Generally, prosecutorial measures based on the
mandatory provisions under part 8 of the StPO do not,
as a matter of principle, violate the right of occupational
freedom under Art. 12(1) GG, as such measures affect
all criminal persons charged with criminal offences
indiscriminately, or are directed at everyone. Only
a violation of the law firm'’s rights in this respect was
argued; however, the law firm, as a U.S. entity, does not
have the required standing to claim these rights.

* The seizure of the data also did not violate the
individual lawyers" right to informational self-
determination, because the seized data are connected
to the case and thus must be attributed to the Jones
Day law firm, Volkswagen AG (as the initiator of the
internal investigation), and Audi AG (to the extent
that the information came from its sphere). The seized
data are not attributed to the individual lawyers, who
are not parties to the proceedings, not even in a broader
sense, because their individual rights are not affected.

*  Finally, the seized documents are owned by the Jones
Day law firm, which holds the right of possession;
seizure of those documents therefore does not violate
the ownership rights of the individual lawyers.

UNITED STATES

Had the Volkswagen/Jones Day matter been brought in
the United States, the result would have likely been much
different, as the United States has doctrines that provide
greater protection of documents generated in the course of
an internal investigation.

Because of that greater protection, cooperation and
communication between and among different government
regulators and prosecutors in the course of a cross-border
investigation may be impacted when some of those
jurisdictions (here, Germany) seize and review documents
that would still be considered privileged in other jurisdiction
such as the United States.

In the United States, documents created during the course
of an internal investigation are potentially protected by two
principles — the attorney-client privilege and the attorney
work product doctrine.

The attorney-client privilege applies to protect confidential
communications made between a client and an attorney
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for the purposes of seeking or providing legal advice. The
attorney work product doctrine protects from disclosure
documents that are prepared “in anticipation of litigation.”

The attorney-client privilege is absolute, while the attorney
work product doctrine may be overcome for certain types
of work product (e.g., documents that do not reveal an
attorney’s thought processes or opinions (also known as
“nonopinion work product”)), upon showing of “substantial
need,” whereas “opinion work product” enjoys greater
protection.

As internal investigations are often undertaken when
there is the prospect of litigation, both the attorney-client
privilege and work product doctrine protection may protect
from disclosure the types of materials at issue in internal
investigations like those in the Volkswagen/Jones Day
matter.

The United States has doctrines that
provide greater protection of documents
generated in the course of an internal
investigation than Germany.

First, attorney notes or summaries of witness interviews
(and documents reflecting such information) may be
protected by both the attorney-client privilege and the work
product doctrine. In the United States, when an attorney
represents a company, the “client” for purposes of the
attorney-client privilege has been held to encompass all
employees, so long as the communications at issue meet a
test set forth by the U.S. Supreme Court in Upjohn.B

Specifically, (1) the communication must be authorized by
the corporate superiors, (2) the employee must be aware that
the communication is related to legal advice, (3) information
covered by the communication cannot be available from the
corporate superiors, and (4) the communication must be
related to the employee’s duties at the company.

Some courts look carefully at materials generated in an
internal investigation to determine whether a primary
purpose of the investigation was to obtain or provide legal
advice.™ As a result, this analysis may differ depending
on whether the internal investigation is performed by
counsel retained for its independence, and who might be
representing a board or audit committee, as opposed an
investigation performed by counsel retained by the company
to represent it in the matter, who might do so as part of the
representation and advocacy.

Second, internal investigation documents (including
witness interview notes, various types of summaries and
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memoranda, and investigative reports) may also constitute
attorney opinion work product when the documents
contain an attorney’s mental impressions or reflect attorney
thought processes, and the document is considered to be
made “in anticipation of litigation.”

Different courts apply the “in anticipation of litigation”
standard with some variation, making it important to
make clear in conducting an internal investigation that the
possibility of litigation is reasonably anticipated.

It is important to note that either the attorney-client
privilege or work product protection may be waived under
certain circumstances.

One method by which waiver could be deemed to occur is
when a client decides to voluntarily provide information
learned during an internal investigation to government
authorities. This can take many forms (e.g., oral, written)
and may differ in scope (e.g., limited read-outs of interviews,
high-level summaries of issues, full reports).

Some courts in the United States have grappled with the
extent to which such voluntary disclosures to regulators
or prosecutors may constitute a waiver of attorney-client
privilege and/or work product doctrine protection.™

UNITED KINGDOM

In the United Kingdom, there are two doctrines similar
to those adopted in the United States that may provide
protection over materials generated in an internal
investigation.

Legal advice privilege protects confidential communications
between a lawyer and client made for the purpose of
receiving or providing legal advice. Litigation privilege
protects confidential communications between a lawyer
and client, or either and a third party, where the dominant
purpose of creating the communication is for use in litigation
reasonably in prospect.

The issue of what constitutes “litigation in prospect”
received controversial attention in the High Court decision
of Serious Fraud Office (SFO) v. Eurasian Natural Resources
Corporation Ltd (ENRC).'® Both this decision, and the very
recent Court of Appeal judgment” overturning the High
Court, are discussed below.

As internal investigations are often carried out with the
prospect of litigation, legal advice privilege and litigation
privilege can ensure that a significant portion of information
gained or developed during the course of an internal
investigation is protected from disclosure or seizure.

The High Court judgment in SFO v. ENRC created significant
uncertainty in relation to the law on litigation privilege in

the UK, suggesting that it would be more difficult to claim
litigation privilege in relation to many internal investigation
materials, even where there was an investigation under way
by a law enforcement agency.

The view of the High Court was that a criminal investigation
did not necessarily lead to criminal proceedings, and
therefore, litigation privilege did not apply to investigation
materials created by ENRC's lawyers. In a decision handed
down by the UK Court of Appeal on September 4, 2018,
ENRC’s appeal was upheld and the threat of a significantly
more limited ambit to litigation privilege receded.

LEGAL ADVICE PRIVILEGE

There are a number of noteworthy differences between the
approaches of the United States and the United Kingdom
relative to privilege, highlighted by a recent UK case
involving the Royal Bank of Scotland (RBS),'® which dealt
with legal advice privilege.”

Under UK law, only those employees
who have the authority to give or receive
legal advice on behalf of the company
will be deemed the “client.”

Unlike the United States, where the corporate “client” for
purposes of assigning an attorney-client privilege is defined
widely to potentially protect communications with any
employee, the United Kingdom adopts a more restrictive
interpretation of a corporate “client.”

Under UK law, the definition of the “client” does not
extend to all employees of a company. Instead, only those
employees who have the authority to give or receive legal
advice on behalf of the company will be deemed the “client.”

In practice, this means that any communication between
lawyers and a nonclient employee, such as interviews,
cannot be protected by legal advice privilege as it is not a
communication between a lawyer and client.

As a consequence of the narrower interpretation of the
“client” in the United Kingdom, notes of interviews with
employees who do not belong to the “client” group are not
protected under the legal advice privilege unless they “give
a clue as to the trend” of legal advice being given to the
company.

The RBS decision confirmed that the legal advice privilege
only applied to lawyers’ working documents to the extent
that they related to the trend of the legal advice. An
attendance note (or summary) of an interview with a
potential witness is not on its face a privileged document,
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even if there is an intention to use this evidence as a basis
for advising his client.

In the recent SFO v. ENRC appeal, the appellant argued that
all employees are the client to the extent that they have
information of the corporation and are authorized to give
this information.

The Court of Appeal did not rule on the question of legal
advice privilege, as it did not have power to overrule the
House of Lords decision in Three Rivers (No.5), which
affirmed the more limited approach to defining the “client,”
as set out above.

However, the Court of Appeal did comment that had it been
open to it to depart from Three Rivers (No.5), it would have
been in favour of doing so.

The Court of Appeal observed that in the modern world
the law should cater for legal advice sought by large and
multinational corporations. In these types of companies,
information upon which legal advice is sought is unlikely
to be in the hands of the board, or those appointed by the
company to seek legal advice.

The Court of Appeal went on to say that if a large company
cannot ask lawyers to obtain necessary information from
employees with first hand knowledge, under the protection
of legal advice privilege, that company would be in a less
advantageous position than a smaller company, where
relevant information is more likely to be known at senior
levels.

If this point is revisited in an appeal to the Supreme Court
(either in the ENRC case or another similar case) we may yet
see an expansion of legal advice privilege to cover interviews
with company employees.

LITIGATION PRIVILEGE

The distinctions between U.S. and UK privilege law have
historically been less significant where litigation privilege
applies (as may be the case during an internal investigation).
In such circumstances, interviews with non-client employees
and notes of those interviews may be covered by litigation
privilege in the UK, as communications between a lawyer
and third party, and the work product doctrine in the United
States.

The Court of Appeal's judgment in SFO v. ENRC reaffirms the
broad unity of the two jurisdictions’ approach to litigation
privilege.

In SFO v. ENRC, the High Court adopted a very narrow
interpretation of the requirement that litigation be in
prospect and declined to accept that a criminal investigation
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by the Serious Fraud Office constituted adversarial litigation
for the purpose of determining whether litigation privilege
applies.

The fact of an SFO investigation, albeit a preliminary step to
prosecution, had traditionally been understood as sufficient
to establish this limb and allowed defense counsel to claim
litigation privilege to protect documents created during
this phase.

The court went one step further in SFO v. ENRC, finding that
even if a prosecution had been reasonably in prospect, the
documents were not created for the dominant purpose of
being used in litigation. Instead, they were intended to test
the credibility of whistleblower allegations and to prepare
for any potential SFO investigation.

The High Court’s decision caused serious concern to both
the legal and business communities, with companies
alarmed that material created in relation to internal
investigations, where a regulator or enforcement agency is
also investigating, would no longer be protected by legal
privilege.

The Court of Appeal broadly restored the position that
had prevailed beforehand, confirming that companies may
conduct internal investigations on the basis that documents
created as a result of those investigations will attract
litigation privilege, subject to an important caveat.

In order to attract litigation privilege, the documents
(including witness interview notes and forensic reports)
must be created for the dominant purpose of resisting or
avoiding litigation in prospect, which includes criminal
proceedings.

Where an internal investigation is commenced at a time
when no such litigation or criminal investigation is in
prospect, or there is another purpose to the creation of
these documents, these materials are unlikely to be deemed
protected by litigation privilege.

Lawyers can now be more settled and confident in
asserting litigation privilege. However, there is no scope for
complacency in the conduct of internal investigations.

In light of this case, some practical considerations are set
out below:

e Look carefully at the scope of any investigation to
determine, whether, on the facts, you can demonstrate
that criminal proceedings are in reasonable
contemplation. The involvement and conduct of the
SFO in the ENRC case clearly demonstrated that
criminal proceedings were reasonably contemplated
and litigation privilege applied.
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*  Ensure that there are not dual and mutually exclusive
purposes involved in an investigation and/or the
documents created. If so, the dominant purpose of
the investigation and/or document may not be in
reasonable contemplation of criminal proceedings and
litigation privilege may be lost.

* Mark all notes of meetings/interviews with lawyers
and employees, as well as materials generated by
third-party forensic consultants at the direction of the
lawyers as litigation privileged. These documents are in
reasonable contemplation of criminal proceedings and
will be covered by litigation privilege.

IMPACT ON CROSS-BORDER PROSECUTIONS

The Bundesverfassungsgericht's ruling may also have
consequences for international cooperation among
government authorities conducting cross-border
investigations.

Specifically, when two or more countries are cooperating
in an international investigation, the compelled disclosure
or seizure of internal investigation documents in one
jurisdiction may impact or taint prosecutions in the other
jurisdiction(s) that would have recognized such materials
to be privileged. This may open prosecutions to challenge
or cause the different government authorities to consider
whether they should stop cooperating.

For example, the Second Circuit recently overturned a
conviction in the United States when it determined that
the evidence derived, in part, from compelled testimony in
the United Kingdom, in violation of the defendants’ U.S.
constitutional privilege against self-incrimination.?®

Although that case raised different issues and involved a
U.S. constitutional privilege, it is conceivable that similar
questions and defenses could also be raised when one
country seizes key internal investigation documents from a
foreign office of a U.S.-based law firm, when the investigation
related to alleged violations of U.S. law, and the documents
were seized at the same time that U.S. authorities have an
open criminal investigation into the matter and are working
with the seizing country’s prosecutors.

CONCLUSION

When planning or conducting an internal investigation that
involves cross-borderissues, itis prudent —indeed, necessary
in many circumstances — to consider issues involving legal
privilege and protections of communications, documents,
and information developed during the investigation.

In particular, one should develop an investigatory process
with an understanding of the differences in privileges and
protections afforded among the relevant jurisdictions, as
well as the consequences those differences, and perhaps
conflicts, may have with respect to the protection of
investigation materials.

As illustrated above, it could be a mistake to assume that
the application of these concepts in different jurisdictions
is consistent or similar. Nevertheless, recent events should
not give rise to the fear that, where the international
nature of the underlying facts requires a cross-border
internal investigation involving European jurisdictions, the
information gathered and documents generated will be
entirely without privilege protection.

Companies and their legal advisors must understand the
limits of privilege in each relevant jurisdiction to frame
any investigation accordingly and to make conscious
decisions on how and where best to generate and store
documents and information so as to afford them maximum
protection.
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