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Legal Framework

State Laws:
California Labor Code
California Civil Code
State Constitution

Federal Law
Fair Credit Reporting Act



What is a Background Check?

Information obtained from various sources 
concerning an employee or applicant’s:

character
general reputation
personal characteristics, or
mode of living



Background Checks May Include:

Criminal conviction records
Civil litigation history
Employment references
Credit history
Department of Motor Vehicle records, 
School records, and 
Professional and personal references 



Why Obtain the Information?

Background checks may be legally required based 
on particular positions or industries

Government contracts/security clearance
DOT-regulated (transportation of goods or persons)
Certain employees in medical-related professions
Law enforcement/public safety officers
Public and private schools
FDIC Insured institutions
NASD Securities industry
Entity is subject to PCI DSS (Payment Card Industry 
Data Security Standard)



Why Obtain the Information? (Cont.)

Good business practice (even if not legally required) 
Screens out employees who may be more likely to 
commit theft or engage in violent acts
Protects companies in competitive industries 
regarding employee access to sensitive business 
information
Type of position (accounting, courier of sensitive 
information or objects, access to trade secrets, 
employee will be driving on company business, etc.)
Helps protect companies from negligent hiring claims 



Restrictions on Obtaining Background Info

While employers may have incentive to obtain as much 
background information on applicants and/or 
employees as possible, legal requirements impose 
various restrictions on the employer’s ability to do so:

Privacy Rights (Cal. Constitution, Art. I, Section 1)
Arrests and certain misdemeanors (Labor Code § 432.7)
Polygraph tests (L.C. § 432.2 and 29 U.S.C. § 2002)
Fingerprinting (Labor Code § 1051)
Use of Credit Reporting Agencies and Investigative 
Consumer Reporting Agencies (ICRAA; CCRAA; FCRA)  



Privacy Rights – Cal. Const. Art. I, Sect. 1
Applies to all private employers – Requires “balancing” of 
employee privacy rights and legitimate business interests
Drug/Alcohol Tests
- Applicants:  okay to test pre-employment
- Employees:  permitted only if “reasonable suspicion” of current use
- Random drug tests:  generally not permitted, except where required 

by law (e.g. DOT Reg.’s) or for limited safety-sensitive positions
Personality Tests
- Limits scope of some inquiries even if validated

Personnel Records
- May not be disclosed without employee’s consent
- Permitted to answer legitimate inquiry as to whether or not employer 

would rehire employee (Civil Code §

 

47)



Restrictions on Use of Criminal History - Arrests

California law prohibits an employer from asking in any 
manner about an arrest or detention that did not 
result in a conviction (Labor Code § 432.7)

Exception:  May ask about an arrest for which applicant 
or employee is out on bail or on his or her own 
recognizance pending trial

Penalty:  $200 or actual damages, whichever is 
greater, plus costs and attorneys fees
Intentional Violation:  $500 or treble damages, 
whichever is greater, plus costs and attorneys fees, 
and also constitutes a misdemeanor, up to $500 fine



Restrictions on Use of Criminal History - Convictions

May freely ask about felony convictions
Nolo contendere and guilty pleas to a felony count as 
a conviction (regardless of sentence imposed)

May NOT ask about certain misdemeanors
(marijuana related, > two years old, per L.C. 432.8) 
and convictions for which the record has been 
sealed, expunged, eradicated or dismissed 
pursuant to a pre-trial or post-trial diversion program    
(L.C. 432.7 and Cal. Code of Reg.’s. § 7287.4.)
Penalties:  Same as for arrests under L.C. 432.7



Restrictions on Use of Criminal History (Cont.)

No automatic disqualification for criminal convictions
Even when use of criminal records is permitted, an 
employer may not automatically disqualify an applicant 
for employment merely because of a criminal record, 
as this has been held to have a disparate impact upon 
protected racial and ethnic groups, and is unlawful
Basis for disqualification must be job-related

Practice Pointer:  When asking applicants about 
criminal records, be sure to inform them in writing that 
a criminal conviction will not necessarily or 
automatically disqualify them from employment



Restrictions on Use of Polygraph Tests
California Labor Code § 432.2, provides:

“ (a) No employer shall demand or require any applicant for 
employment or prospective employment or any 
employee to submit to or take a polygraph, lie detector 
or similar test or examination as a condition of 
employment or continued employment.”

Exception:  Does not apply to the federal government or 
any agency, or the state government or any agency

“(b) No employer shall request any person to take such a 
test, or administer such a test, without first advising the 
person in writing at the time the test is to be 
administered of the rights guaranteed by this section.”



Restrictions on Use of Polygraph Tests (Cont.)

The Federal Employee Polygraph Protection Act (29 
U.S.C. § 2002, et seq.) goes even further and provides 
that it shall be unlawful for any employer:

“(1) directly or indirectly, to require, request, suggest, or 
cause any employee or prospective employee to take or 
submit to any lie detector test.” (Emphasis added.)
Also unlawful to discharge or deny employment to any 
person who refuses to take such a test
Exemptions apply for all state and federal government 
employers, certain employers who manufacture or 
distribute drugs, and limited exemption for ongoing 
investigations involving economic loss to the business



Restrictions on Fingerprinting
Cal. Labor Code §1051 prohibits an employer from 
providing fingerprints to law enforcement agencies 
for the purpose of obtaining criminal record 
information about the applicant or employee 
Special exception applies for banks and savings 
associations to learn about certain crimes involving 
theft, fraud, dishonesty, etc. (Cal. Financial Code 
§777.5; §6525)
Also, security clearance requirements mandated by 
federal law would preempt §1051 



Use of Consumer Reports
California Investigative Consumer Reporting Agencies 
Act (ICRAA); Cal. Civil Code §§ 1786 - 1786.60
- Covers “character, general reputation, personal 

characteristics, or mode of living”
California Consumer Credit Reporting Agencies Act
(CCRAA); Cal. Civil Code §§ 1785.1 - 1785.36
- Covers “credit worthiness, credit standing, or credit 

capacity”
Federal Fair Credit Reporting Act (FCRA)
- Covers both credit and background

California employers must comply with ALL three!



Use of Consumer Investigative Reports (State Law)

Governed by CA Investigative Consumer Reporting 
Agencies Act (“ICRAA”), but specifically excludes 
“credit reports” from its coverage
Is in addition to any other applicable laws (i.e., FCRA)
Defines “investigative consumer report” and 
“investigative consumer reporting agency” broadly 
(similar to “consumer report” or “consumer reporting 
agency” under Fair Credit Reporting Act)
Must be used for proper employment purposes 
(evaluating for employment, promotion, reassignment, 
or retention)



ICRAA Requirements Apply:

When using an investigative Consumer Reporting 
Agency (CRA)

To investigate job applicants OR
To investigate employees being considered for 
promotion, reassignment or routine checks (but not for 
suspicion of wrongdoing or misconduct) 

Applies to information obtained through any means, 
whether in written or oral form, and whether gathered 
through review of public records or through interviews
Also, required whenever employer obtains “public 
records” even without use of CRA



Conditions for Procuring Report Under CA Law
Must provide “clear and conspicuous” separate written 
disclosure to applicant or employee stating that:

An investigative consumer report may be obtained
Report will be used for permissible employment purposes 
(nature and scope of the investigation requested)
Report may include information on character, general 
reputation, personal characteristics, and mode of living
The name, address and telephone number of the CRA
A summary of Civil Code section 1786.22 (describing the 
files maintained by the CRA and how the employee or 
applicant can inspect the files with the CRA)



Conditions for Procuring Report Under CA Law (Cont.)

Disclosure must be provided before report is procured
Must obtain applicant/employee’s prior written 
consent/authorization on a separate document
Must provide written document containing a box to 
check by the employee or applicant to indicate if 
he/she wishes to receive a copy of the report. (This 
can be on either the disclosure form described above 
or on a separate consent form)

NOTE:  The foregoing conditions need not be met if the 
employer is seeking the report because it suspects the 
employee of wrongdoing or misconduct



Other ICRAA Requirements

If box is checked, employer must provide the report 
to the applicant or employee within three business 
days after the employer receives the report, or 
contract with the CRA to send a copy directly to the 
applicant or employee within the time period
Employer must also certify to the CRA that it has 
made the required disclosures and it will comply 
with its obligations to provide a copy of the report if 
requested and inform the applicant/employee if 
adverse action has been taken based on the report



Information Contained in the Report Under ICRAA
Bankruptcies, up to 10 years old
Convictions, from date of disposition, release or parole, up 
to 7 years old (unless full pardon granted)

But note the restrictions imposed by Labor Code section 
432.7

Civil suits, judgments, unlawful detainer actions, paid tax 
liens, accounts placed for collection, and other adverse 
information, provided all less than 7 years old
Arrests, indictments, or misdemeanor complaints may be 
reported pending pronouncement of judgment
Exceptions to time frames above apply if governmental 
regulatory agency mandates that the employer review 
older information



Taking Adverse Action Based on Report

Under ICRAA, must advise the applicant/employee if 
employment is denied under circumstances in which 
a report has been obtained and provide the name 
and address of the CRA that made the report
NOTE: If an adverse employment action is taken, the 
employer must provide copy of the report to the 
applicant/employee pursuant to the FCRA before
taking any adverse action, regardless of whether the 
box is checked under Cal. ICRAA.  The employer 
must also provide a description in writing of the rights 
of the consumer under the FCRA. (Usually provided 
by the CRA along with copy of the report)



Employer Searches Public Records On Its Own 
Under ICRAA, even if employer conducts own in-house 
investigation without using CRA, employer still has to provide 
applicant or employee with info regarding certain “public records”
accessed, obtained, or used in connection with employment 
purposes, whether received in written or oral form

“Records documenting an arrest, indictment, conviction, civil 
judicial action, tax lien, or outstanding judgment”

Employer shall provide “waiver” box on application or other form
if checked, then do not need to provide copy of public records 
to applicant/employee
If not checked, then must provide copy of public records 
within 7 days after receipt of information



Employer Searches of Public Records (Cont.)

If information is obtained as a result of suspicion of 
wrongdoing or misconduct, employer may withhold the public 
records information until the investigation is completed (and 
does not need to provide if the employee had waived his/her 
rights under the “opt out” waiver box)
If adverse action is taken, a copy of the public records 
obtained or used must be provided, even if the applicant or 
employee checked the “waiver” box, and this applies even for 
investigations of misconduct
Do NOT have to provide employee with work references 
obtained directly by employer without the use of CRA



ICRAA Exception for Investigations Regarding 
Misconduct or Wrongdoing

Under ICRAA, employer does NOT have to first notify 
employee or obtain consent if a third party CRA has been hired 
to investigate suspicion of misconduct or wrongdoing by the 
employee (such as harassment, theft, etc.)
Effective March 31, 2004, the FCRA was also amended to 
exclude from the FCRA disclosure and employee authorization 
requirements any communications made to an employer in 
connection with an investigation of--
“(i) suspected misconduct relating to employment; or 
(ii) compliance with Federal, State, or local laws and regulations, the 

rules of a self-regulatory organization, or any preexisting written 
policies of the employer;”

This exception does not apply to “credit” related inquiries
If “adverse action” is taken, then certain info must be provided



Remedies for Violation of ICRAA

Actual damages, or $10,000, whichever is greater
Costs and reasonable attorneys fees
Punitive damages, if court finds violation was grossly 
negligent or willful
No liability if violation resulted in more favorable investigative 
consumer report
Statute of limitations is 2 years
No “double liability”:  if applicant or employee has brought suit 
against employer for violation of Fair Credit Reporting Act 
(“FCRA”), employer is not subject to suit under ICRAA for 
same acts constituting violation under FCRA



CA Law Governing Use of Credit Reports in 
Employment

Credit reports (“credit worthiness, credit standing, or 
credit capacity”) are not considered “investigative 
consumer reports” under CA law, and are excluded 
from ICRAA
Credit reports obtained for employment purposes in 
CA are governed by the Consumer Credit Reporting 
Agencies Act (CCRAA)
Employer must first provide a written notice that a 
report will be used and the source of the report 
(CRA), and have a box to check for the person to 
receive a copy of the credit report 



Contents of Report Under CCRAA

Generally, contains “credit scores” and other similar 
“public record” information as provided under ICRAA 
(bankruptcies, civil suits and judgments, convictions, 
accounts placed in collection, etc.) as long as no more 
than 7 years old (except bankruptcies, which may be 10 
years old)
Cannot contain information about the age, marital 
status, race, color, or creed of the applicant or employee
Cannot contain any medical information about the 
person



Adverse Action Under CCRA

If adverse action is taken, employer must:
Provide written notice
Provide name, address, telephone number of agency 
supplying the report (800 # if national CRA)
State the adverse decision was based in whole or in 
part on information contained in the report
Provide a notice telling the applicant or employee that 
he/she has the right to obtain a copy of the report 
within 60 days after learning of the adverse action 
AND telling the applicant he/she has a right to 
dispute the accuracy of the information



Remedies Under CCRA
Negligent violation:  actual damages, including court costs, 
lost wages, attorneys fees, pain and suffering
Willful violation:  same as negligent violation, and punitive 
damages of $100-$5,000 for each violation in the court’s 
discretion, except punitive damages for class actions is in 
court’s discretion
Obtaining information under false pretenses or knowingly 
without permissible purpose:  same as negligent violation 
but a minimum of $2,500
Injunctive relief
Statute of limitations:  2 years, but not more than 7 years 
after liability could have arisen (or 2 years after plaintiff 
discovers willful misrepresentation by defendant affecting 
liability of defendant



Federal Law:  Fair Credit Reporting Act (“FCRA”)

Unlike CA, the FCRA includes credit as well as 
other investigative consumer reports in one Act
Has separate requirements for “investigative 
consumer reports” which are the product of a third 
party who is hired to conduct interviews concerning 
the person’s character, general reputation, and 
mode of living



FCRA Requirements 

Similar to ICRAA:
Requires separate written disclosure to applicants or 
employees (i.e., not part of standard form application)
Requires separate written consent (may be combined 
with notice)

Requires the employer to certify to the consumer 
reporting agency (“CRA”)  that it will comply with 
FCRA 



Use of Consumer Report Under FCRA

If adverse action is contemplated, the employer must 
provide a written pre-adverse action notice containing:

Statement that adverse action is contemplated
Name, address, and telephone number of CRA 
providing the report (800 number if national CRA)
Statement that CRA is not responsible for any adverse 
action
Statement of the applicant or employee’s right to obtain 
a copy of the report within 60 days
Statement summarizing the employee or applicant’s 
right to dispute the information contained in the report



Adverse Action Under FCRA
Once a decision is made to take adverse action, the 
employer must send an adverse action notice containing 
most of the same information as the pre-adverse action 
notice (copy of the report need not be furnished if it was 
already furnished to the employee in connection with the 
pre-adverse action notice)

Caution: FCRA requires employers to provide reasonable 
opportunity for employees or applicants to remedy or 
correct information in a report after providing the pre- 
adverse action notice.  Period of time may vary 
depending on circumstances, but period of 5 business 
days has been held in many instances to be 
“reasonable.”



Investigations Pursuant to Suspicion of 
Wrongdoing or Misconduct Under FCRA

Communication is not a “consumer report” under 
FCRA if:

Report obtained as part of investigation by employer or its 
agent based on suspicion of wrongdoing or misconduct by 
the employee
Investigation not for purpose of determining the 
employee’s creditworthiness or capacity
After taking adverse action against the employee based in 
whole or in part on the information so obtained, the 
employer provides the employee with a summary of the 
nature and substance of the communication, but need not 
disclose the source of the information



Proper Disposal of a Report

Law imposes requirement to implement disposal 
practices that are reasonable and appropriate to 
prevent the unauthorized access to – or use of –
information in a consumer report

Burn, pulverize, or shred papers containing such reports
PERMANENTLY delete from electronic files and back up 
storage any media containing consumer report information 
Contract with secure document disposal company (after 
conducting due diligence) and store information in locked 
facility with limited access until it can be disposed of



Remedies Under FCRA

For Willful Noncompliance
Any actual damages sustained, or damages of not 
less than  $100 and not more than $1,000
Punitive damages allowed by the court
Costs and reasonable attorneys fees

For Negligent Noncompliance
Any actual damages sustained
Costs and reasonable attorneys fees



Best Practices to Minimize Liabilities in 
Obtaining and Using Consumer Reports

Engage services of reputable, known CRA
Ensure CRA and employer mutually certify compliance with 
applicable law; ensure CRA selected is familiar with and 
complies with state laws, not just FCRA
Review current forms and ensure the Company has, and 
regularly uses, a separate disclosure/consent form that 
contains all required disclosures under ICRAA, CCRA, and 
FCRA; if they have not been reviewed in the last 2-3 years by 
legal counsel, it’s time to have them reviewed, as changes to 
the law or regulations have occurred as recently as 2007
Ensure you have a Pre-Adverse Action notice form, and an 
Adverse Action Notice form



Best Practices to Minimize Liabilities in 
Obtaining and Using Consumer Reports (Cont.)

Ensure employees who will be responsible for 
dealing with background checks and related issues 
are properly trained and update that training at least 
annually
Ensure that all decisions to take adverse action are 
reviewed by the proper personnel and/or legal 
counsel before taking the action



Company’s Use of Internet Sources
Social networking sites (Facebook.com, 
MySpace.com, etc.), blogging pages are sometimes 
sources of information to which employers might not 
otherwise have access – These are neither “public 
records” nor CRA’s

BUT be wary that you cannot prove who posted or 
authorized the information (spoofing occurs, and 
posting can occur without the knowledge or consent of 
the person who owns the page)
Information on these sites, however, can provide useful 
information, if work-related, on which the employer can 
question or confront the employee



Gray Areas

What if there is information contained in a criminal 
history that is not technically a conviction but leads 
you to believe the person might be a “bad seed”, 
and you no longer wish to hire the person?
What if an indictment is unsealed shortly after 
you’ve hired an employee who passed the 
background check with flying colors?
When in the hiring process should you conduct the 
background check? 



Special Industry Rules and Considerations

Special rules and exceptions apply for certain 
industries with respect to conducting background 
checks, including:

Financial institutions
NASD Securities Industry
Payment Card Industry, Data Security Standard
Hospitals and health facilities



Financial Institutions

Federal Deposit Insurance Act prohibits an insured 
from employing individuals who have been 
convicted of any criminal offense involving 
dishonesty, breach of trust, or money laundering
Insured has duty to make a reasonable inquiry as to 
the applicant’s history, including criminal convictions
For FDIC banks, 12 U.S.C. §1829 mandates 
inquiries about pretrial diversion or similar programs
in connection with a prosecution for any offense 
involving dishonesty, breach of trust or money 
laundering – exception to Labor Code § 432.7



Financial Institutions (Cont.)

Special exception also applies to banks and savings 
associations under Cal. Financial Code §777.5 and 
§6525 with respect to use of fingerprints to check 
criminal records with authorities, which would 
otherwise be prohibited by Labor Code § 1051
Covered financial institutions may provide 
fingerprints to authorities to learn about crimes 
involving robbery, burglary, theft, embezzlement, 
fraud, forgery, bookmaking, receipt of stolen 
property, counterfeiting, or crimes involving checks, 
credit cards or use of computers



NASD Securities Industry

NASD Conduct Rule 3010(e) requires members to 
investigate “the good character, business repute, 
qualifications, and experience of any person”; 
includes reviewing U-5
NASD Conduct Rule 3070 requires member to 
report association with person who is subject to a 
“statutory disqualification”



Note on PCI DSS

Acronym for Payment Card Industry Data Security 
Standard
Started in 2005 by consortium of major players in 
payment card industry
Created common standard requiring covered 
merchants to comply with 12-step standard
Affects covered entities employing employees who 
have access to payment card information of 
customers



PCI DSS Requirement Applicable to Employment

“12.7 Screen potential employees to minimize the risk of 
attacks from internal sources. For those employees such as 
store cashiers who only have access to one card number at a 
time when facilitating a transaction, this requirement is a 
recommendation only.”
12.7 “Inquire of Human Resource department management 
and verify that background checks are conducted (within the 
constraints of local laws) on potential employees who will 
have access to cardholder data or the cardholder data 
environment. (Examples of background checks include pre-
employment, criminal, credit history, and reference checks).”



Hospitals and Health Facilities

An exception to Labor Code § 432.7 regarding not 
asking about arrests is provided for health facilities:

With regard to an applicant for a position with regular 
access to patients, to disclose an arrest under any 
section specified in Penal Code § 290 (Registration of 
Sex Offenders)
With regard to an applicant for a position with access 
to drugs and medications, to disclose an arrest under 
any section specified in Health & Safety Code § 11590 
(Registration of Controlled Substance Offenders)



Independent Schools

Education Code section 44237 mandates all non-credentialed 
personnel who will be engaged by the school and have 
interaction with minor students submit to a DOJ fingerprint 
background check before being permitted to work

“Employment” is defined broadly to include those whose 
services the school intends to engage
Outsourcing positions will not alleviate the obligation to conduct 
the DOJ checks

Education Code section 33190 requires annual reporting to 
the state, including reporting on Education Code section 
44237 compliance



Questions


