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Website and Privacy Compliance 
Amidst an Active Plaintiffs’ Bar

Learning from Litigation:

Speakers: Tara C. Clancy & Michael J. Stortz
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Agenda
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• Regulatory Update

• Key compliance issues

• Assessments

• Reasonable security measures

• Enforcement Overview

• Litigation Trends

• Risk Mitigation Strategies

• Vendor Management

• Consent

• Website Terms

• Privacy Policy



Regulatory Update



The Changing Regulatory Landscape
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See iapp, Resources, US State Privacy Legislation Tracker (July 7, 2023)



Compliance Timeline
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On The Horizon
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Delaware Legislature Passes The 
Delaware Personal Data Privacy Act

Massachusetts, New Jersey, North Carolina, and 
Pennsylvania Have Active Privacy Bills in Committee

April 27, 2023:  Washington Passes My Health, My Data Act

Oregon Consumer Privacy Act (OCPA) Signed Into Law on July 18, 2023



Federal Statutes
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A Bipartisan Move on Smart Home Regulation: 

Informing Consumers about Smart Devices Act is 

Moving through Congress

July 12, 2023

Revised American Data Privacy and Protection Act 

Due to be Released

Congress is considering bills that could regulate 

how advertisers interact with children

US House lawmakers keep federal privacy 

legislation top of mindUS House lawmakers keep federal 

privacy legislation top of mind



Enforcement Overview



Enforcement Activity 
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State Enforcement
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Enforcement Guidance

Notice and Cure



Assessments/Security
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• Controllers required conduct data protection 

assessments when “heightened risk of harm”

• Controllers required to implement and maintain 

“reasonable administrative, technical and 

physical security practices” or “reasonable 

security practices”



Litigation Trends



Litigation, Pre-Lit Demands and Arbitration
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(Plaintiff's Law Firm)



Website Tech Claims: 2022-23

klgates.com2023 14

2022 – The Doors Open on Appeal 

• (Javier v. Assurance IQ; Popa v. Harriet Carter Gifts)

2023 – From Session Replay to Pixels

• Session Replay

• (Javier; Williams v. What If)

• Website Chatbots

• (Licea v. AE/Cinmar; Byars v. Hot Topic)

• Video Content – VPPA

• (Salazar v. Paramount)

• Pixel

• (Doe v. UC Regents)



Legal Theories
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• Federal Wiretap Act (18 U.S.C. § 2511)

• California Invasion of Privacy Act (CIPA) 

• Section 631(a) – wiretapping and derivative liability

• Section 632.7 – unauthorized recording between telephones 

(cordless, landlines or cell)

• Other States 

• PA WESCA (18 P.A.C.S. § 5701) 

• NY/MO (one party consent statutes)

• FL (session replay exemption) 

• Invasion of Privacy/Intrusion Upon Seclusion

• Constitutional/Restatement of Torts sections 652A-E



Defenses
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• No Interception

• One party consent statutes

• Party exemption

• “Aiding and abetting”

• Recorder v. Independent use

• Record information not actionable

• Keystrokes vs. content

• Not In Transit

• During transmission, not in storage

• Consent

• Proof of consent

• Scope of consent



Risk Mitigation Strategies



Vendor Management
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• Industry Specific Requirements For Vendor 

Management

• Risk Management/Contractual Requirements

• Limiting Use of Data Obtained Through Website Visits



Consent – Clickwrap v. Browsewrap
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Affirmative action required

Notice: hyperlink to Terms, PP

(Hooper v. Jerry Insurance)



Proximity
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Notice and Hyperlink 

Affirming consent



Chatbots
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Affirming consent?

Notice of recording

Privacy Policy hyperlink

Terms?



Website Terms - Considerations

• Arbitration Provision and Class Waiver

• Consider public injunctive relief issues

• Arbitration providers

• FAA v. state statutes (e.g., CA Arbitration Act)

• Mass arbitration considerations (MacClelland)

• Forum selection clause as alternative/adjunct

• Link to Privacy Policy, AUP

• Incorporate by reference



Privacy Policy – Considerations 
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• Distinct from Terms

• Consider additional disclosures (beyond cookies)

“We, our partners, our advertisers, and third-party advertising networks use 

various technologies to collect information, including but not limited to 

cookies, pixels, scripts, and device identifiers. . . .”

“Our partners, advertisers, and third-party advertising networks may use 

these technologies to collect information about your online activity over 

time and across different websites or online services.”

• Stand-alone notice and consent
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