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INTRODUCTIONS 
 
K&L Gates LLP 
 Founded in Pittsburgh in 1946 

 
 47 Offices Across the Globe 

 
 Full Complement of Practice 

Areas Covering Life Cycle of 
Government Enforcement 
Issues 
 
 Global due diligence 

capabilities 
 

 Compliance counseling 
 

 Enforcement defense involving 
local, state, federal, and 
international law enforcement 
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Fully Integrated Law Firm 



The Pittsburgh Government 
Enforcement Practice 
Group 

 
 Mark Rush 

 http://www.klgates.com/mark-a-rush/ 
 Brian Saulnier 

 http://www.klgates.com/brian-f-saulnier/ 
 Bill Semins 

 http://www.klgates.com/william-d-semins/ 
 Thomas Ryan 

 http://www.klgates.com/thomas-c-ryan 
 Tremendous Associate and Support Staff 

Team 
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PROGRAM OVERVIEW 

Preparation 

• Government Inquiry Response (“GIR”) Plan 
• Risk-Based 
• Scaled 

Investigative 
Process 

• Informal Contact 
• Document Request 
• Witness Testimony 
• Special Considerations 

Resolution 

• Internal Investigation 
• Cooperation v. Confrontation 
• Resolution 
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PREPARATION 



PREPARATION 

Have a plan… 
 
 

   …Have a plan… 
 
     
 

             …HAVE A PLAN!
  

Hint:  Not a Plan 
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PREPARATION 

Key Features of a GIR Plan 
 
Clear Levels of Responsibility and Escalation 
 Who is part of the cross-functional response team? 
 When can a government inquiry be handled at the business unit 

level versus C-Suite involvement? 
 

 Documentation 
 Memorialize and record events to help “connect the dots” and 

ensure reporting requirements. 
 Who issues the preservation notice and determines who receives 

it? 
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PREPARATION 

Key Features of a GIR Plan 
 
 Training  
 Who needs to know how to respond? 
 What must they know and how often should they be retrained? 

 
Record Location, Storage and Retention 
 Where are your servers? Hard copies? Retention policy? 
 How does your company maintain banking and financial records? 
 What law governs? Who are your primary regulators? 
 Sufficient legal and IT assets? 
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PREPARATION 

Key Features of a GIR Plan 
 
Accurate and Current Business Unit Map 
 Location, key personnel, critical customers and business partners 

 
Phone Tree and Decision Log 
 Who must be notified?   
 Who follows up with a call to a law enforcement agency? 
 Who notifies the CEO and/or the Board?   
 Who notifies the insurers?   
 How is the record of contact and the action taken memorialized? 
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Investigation Process 



INVESTIGATIVE PROCESS 
Informal Contact 
 Phone call 

 

 Knock and talk 
 

 Employee interview request 
 

 Former employee interview 
“requests” 
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INVESTIGATIVE PROCESS 
Informal Contact 
 Control  

 Reaction time 
 

 Element of Surprise 
 Often simultaneous interviews 

 
 Secretive Nature of Investigation 

 Maintain confidentiality 
 Pre-grand jury 
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INVESTIGATIVE PROCESS 
Informal Contact - Initial Response 
 Trigger Phone Tree Contact 

 Employees trained to contact the 
proper person 
 

 Execute GIR Plan 
 Ensure proper notifications 

 
 Escalate Accordingly 

 Preliminary evaluation of 
significance and sensitivity 
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INVESTIGATIVE PROCESS 
Document Request 
 Informal (i.e., “Voluntary”) 

 
 Administrative 

 
 Civil Investigative Demand 

or Subpoena 
 

 Grand Jury Subpoena 
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INVESTIGATIVE PROCESS 
Document Request 
 ID Investigating Agency 

 
 “Scope the Request” 

 
 Document Preservation Notice 

and Decision on Recipients 
 

Memorialize Chain of Custody 
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INVESTIGATIVE PROCESS 
Document Request - Initial Response 
 Trigger GIR Plan 

 
 Initial Contact  

 Agent/AUSA? 

 
 Engage Counsel? 

 Scope internal investigation? 

 
 Evaluate Exposure 

 Knowledge is leverage 

 
 
 
 

 

 
 
 
 
 
 

16 



INVESTIGATIVE PROCESS 
Document Request - Civil/Administrative Matters 

 
 Administrative Subpoenas 

 Regulatory agencies involved 
 Significantly longer process 

 

 Civil Investigative Demand (“CID”) or Subpoena 
 Typically healthcare related 
 Potentially related to False Claims Act investigation 
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INVESTIGATIVE PROCESS 
Document Request - Civil/Administrative Matters 

 
 Role of Company and Individuals 

 
 Timing and Scope of Production 

 Negotiated search terms 
 Rolling production schedule 

 

 Understand Government’s Intent and Expectations 
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INVESTIGATIVE PROCESS 
Document Request - Criminal Matters  

 
 Grand Jury Subpoena 

 Never forget criminal nature of proceeding 
 

 AUSA has “opened a matter” 
 

 Less negotiation room, but can create realistic expectations 
 

 AUSA/Agent often unsophisticated in document collection, 
review and production 
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INVESTIGATIVE PROCESS 
Document “Request” - Criminal Matters 
 Search Warrant 

 Unannounced 
 

 Established probable cause 
 

 Seizure of evidence 
 and/or assets 

 
 Coupled with simultaneous 

interviews 
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INVESTIGATIVE PROCESS 
Criminal Matters – Special Considerations 
 Imminent Danger of Harm? 

 

 Ongoing Conduct? 
 

 Company Status 
 Target, subject, witness or 

potentially a victim? 
 

 Individual Employee Status 
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INVESTIGATIVE PROCESS 
Witness Testimony 

 
 Civil Deposition 

 Sworn testimony 

 
 Grand Jury Appearance 

 Sworn testimony 
 Closed door 
 Counsel not present 
 “In lieu” interview 

 
 
 
 

 

 
 
 
 
 
 

22 



INTERNAL INVESTIGATION 



INTERNAL INVESTIGATION 
Key Considerations 

 
Who Should Conduct It? 
 How Involved Should Legal a/o Compliance Functions Be? 
 Is “Independence” Relative?  
 Reporting Hierarchy? 
Written Report? 

 
 
 
 

 

 
 
 
 
 
 

Early Threshold Decisions Matter 
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INTERNAL INVESTIGATION 
Key Considerations 

 
Whistleblower 

 

Whistleblower 
 

Whistleblower! 
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INTERNAL INVESTIGATION 
Key Considerations (Concerns?) 
 Privilege and Privacy Issues 

 
 Trade Secret and 

Proprietary Information 
 

 External Communications 
 

 Yates Memo Considerations 
 
 
 

 

 
 
 
 
 
 

Attorney General Loretta Lynch 
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INTERNAL INVESTIGATION 
Internal Investigation – Privilege and Privacy Issues 

 
Who Owns The Privilege?  

Who Can Waive? 
 

 Upjohn Warnings Required?  
Is That Enough? 
 

 Disclosure of Employee and 
Client Data/Information 
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INTERNAL INVESTIGATION 
Internal Investigation - Trade Secret & Proprietary Info 

 
 How do you protect 

company’s trade secrets? 
 Negotiating scope and use 

limit agreements 
 Protective orders 
 Invocation of 6(e) 
 FOIA exemption request 
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INTERNAL INVESTIGATION 
External Communications 
 External Media Statements 

 Interview requests 
 

 Internal Talking Points 
 Control “messaging” 

 
 Securities Filing Disclosure 

 Do you have to report the 
government contact in your 
next 10-Q and, if so, how 
much detail must you provide? 
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INTERNAL INVESTIGATION 
Yates Memo Considerations 
 Does your Upjohn warning 

change? 
 

 Is responding to document 
requests enough? 
 Must you find the “smoking 

gun?” Then what? 

 
 Has the bar been raised to 

get cooperation credit? 
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RESOLUTION 



RESOLUTION 
Considerations on Sharing of Information 
 Form of Communication 

 Do you use oral presentations (reverse proffer) or written correspondence? 

 
 Deliverer of Communication 

 Direct client involvement? 

 
 Scope of Communication 

 Do you provide documentary support? 

 
 Substance of Communication 

 Advise the company to waive privilege? 
 Admissions of wrongdoing/liability/culpability? 
 The “hold backs”? 
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 RESOLUTION 
Cooperation v. Confrontation 
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RESOLUTION 
Consideration on Sharing of Information 
 Collateral Consequences 

 Regulatory disclosures 
 “Follow on” enforcement actions 
 Multijurisdictional issues 
 Shareholder or derivative actions 
 Unwanted media attention 

 

 Principles of Prosecution 
Governing Cooperation 
 

 The DOJ’s Pilot Program 
 The new cross-agency model to 

encourage cooperation? 
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QUESTIONS 




