
 

 
To Disclose or Not to Disclose?  D.C. Circuit 
Resolves Clash Between FOIA’s Exemption 4 and 
Section 308 of the Clean Water Act 
By Anthony R. Holtzman and Tad J. Macfarlan 

The U.S. Court of Appeals for the D.C. Circuit recently issued a significant decision 
addressing the interplay between a confidentiality provision in the Freedom of Information 
Act (“FOIA”), known as “Exemption 4,” and a conflicting public disclosure provision in Section 
308 of the Clean Water Act.  The opinion reveals that, in some instances, federal agencies 
may rely on Exemption 4 to refrain from publicly disclosing confidential commercial and 
financial information that they received from regulated entities, even though it appears that, 
under a provision in another statute, they are required to disclose the information. 

Exemption 4 of FOIA authorizes agencies to withhold from requesters all “trade secrets and 
commercial or financial information obtained from a person and privileged or confidential.”1  
Section 308 of the Clean Water Act, on the other hand, authorizes the Environmental 
Protection Agency (“EPA”) to obtain certain records from regulated entities and provides that 
those records “shall be available to the public” unless the agency determines that disclosing 
them “would divulge methods or processes entitled to protection as trade secrets.”2  
Examining these provisions together, as the D.C. Circuit observed in Environmental Integrity 
Project v. Environmental Protection Agency,3 reveals that they conflict with one another in 
certain situations.  Specifically, FOIA Exemption 4 exempts both trade secrets and certain 
confidential commercial and financial information from public disclosure, while Section 308 
exempts trade secrets but requires the disclosure of all commercial and financial information 
(regardless of confidentiality). 

This issue came to a head in Environmental Integrity Project, where several environmental 
groups requested records from EPA that, under Section 308, the agency had obtained from 
power plants.  The records contained data regarding, among other things, the amounts of 
pollutants that specific plants had released, the incremental costs of removing pollutants 
from wastewater that specific plants had generated, and the performance of certain 
wastewater treatment technologies.  “All parties agree,” the court explained, “that the records 
requested by the environmental groups do not qualify as trade secrets (which are exempt 
under both Section 308 and Exemption 4), but do qualify as ‘commercial or financial 
information’ under Exemption 4[.]”4  The records were therefore exempt from disclosure 
under Exemption 4 but subject to mandatory disclosure under Section 308. 

In determining which provision controlled, the court said that “[t]he Administrative Procedure 
Act” (“APA”) — which includes FOIA — “directly answers that question.”5  The court 
                                                      
1 5 U.S.C. § 552(b)(4) (emphasis added). 
2 33 U.S.C. § 1318(a)–(b). 
3 No. 16-5109, ___ A.3d ___ (May 30, 2017). 
4 Slip op. at 2. 
5 Id. at 3. 

15 June 2017 
 
Practice Groups: 
Environment, Land 
and Natural 
Resources 
Oil, Gas & Resources 



To Disclose or Not to Disclose?  D.C. Circuit Resolves 
Clash Between FOIA’s Exemption 4 and Section 308 of the 
Clean Water Act 

  2 
 

explained that Section 559 of the APA provides that a “[s]ubsequent statute may not be held 
to supersede or modify” FOIA “except to the extent that it does so expressly.”6  And because 
Section 308 “does not expressly supersede Exemption 4” (even though Section 308 was 
later enacted), the controlling provision was Exemption 4 and EPA “permissibly invoked [it] to 
deny the environmental groups’ FOIA request.”7 

The D.C. Circuit therefore concluded that Section 559 of the APA changes the rules of 
statutory construction that would otherwise apply to resolving a conflict between Exemption 4 
and other statutory provisions.  Instead of directing that the more recent and specific 
provision controls, Section 559 provides that Exemption 4, as the older and more general 
provision, is controlling unless the more recent, specific provision expressly states otherwise.  
This interpretation is binding in the D.C. Circuit, and, although it is not binding elsewhere, 
federal courts in other circuits will likely treat it as persuasive authority.  Members of the 
regulated community should keep it in mind when they provide confidential business records 
to federal agencies.  The records may appear to be subject to mandatory public disclosure 
under a given statutory provision, but if the provision does not state otherwise, they may 
actually be exempt from disclosure under Exemption 4.   

In order to take advantage of the FOIA exemption, businesses, in submitting information to a 
federal agency, must comply with the agency’s procedures for designating the information as 
“confidential.”  For example, EPA has developed detailed rules for asserting the 
confidentiality of business information that is submitted to it pursuant to the Clean Water Act 
and the other environmental statutes it administers.8  These rules also detail the procedures 
for defending confidentiality claims if and when records that were designated as confidential 
become subject to potential disclosure pursuant to a live public records request.  Regulated 
entities should adhere carefully to these processes when providing sensitive business 
information to the agencies they interact with on a day-to-day basis.  

Authors: 
Anthony R. Holtzman Tad J. Macfarlan 
anthony.holtzman@klgates.com tad.macfarlan@klgates.com 
+1.717.231.4570 +1.717.231.4513 

 

 

Anchorage   Austin   Beijing   Berlin   Boston   Brisbane   Brussels   Charleston   Charlotte   Chicago   Dallas   Doha   Dubai  

Fort Worth   Frankfurt   Harrisburg   Hong Kong   Houston   London   Los Angeles   Melbourne   Miami    Milan    Munich   Newark   New York 

Orange County   Palo Alto   Paris   Perth    Pittsburgh   Portland   Raleigh   Research Triangle Park   San Francisco   São Paulo   Seattle  

Seoul   Shanghai   Singapore   Sydney   Taipei   Tokyo   Warsaw   Washington, D.C.   Wilmington 

                                                      
6 5 U.S.C. § 559 (emphasis added). 
7 Slip op. at 3. 
8 See 40 C.F.R. Part 2, Subpart B. 
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